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Today
• Homework Review 

- Swap tables and share code 
• Protocols 

- IP, TCP, UDP 
• Measuring network performance 

- latency, throughput, drop rate 
• Tracing programs 

- ltrace, strace on hello world and sendtcp 
• The path of a packet 

- HW, OS, software 
• Git merging and branching
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Homework 1
• Show your solution to your table 
!

• What is good? What can be improved? 
!

• Can your client speak to someone else’s server?



Introduction

Internet protocol stack

❖ application: supporting network 
applications 
▪ FTP, SMTP, HTTP 

❖ transport: process-process data 
transfer 
▪ TCP, UDP 

❖ network: routing of datagrams from 
source to destination 
▪ IP, routing protocols 

❖ link: data transfer between 
neighboring  network elements 
▪ Ethernet, 802.111 (WiFi), PPP 

❖ physical: bits “on the wire”

application 
!

transport 
!

network 
!

link 
!

physical

1-60
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The network layer

forwarding 
table

host, router network layer functions:

routing protocols 
• path selection 
• RIP, OSPF, BGP

IP protocol 
• addressing conventions 
• datagram format 
• packet handling conventions

ICMP protocol 
• error reporting 
• router “signaling”

transport layer: TCP, UDP

link layer

physical layer

network 
layer
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ver length

32 bits

data  
(variable length, 
typically a TCP  

or UDP segment)

16-bit identifier

header 
 checksum

time to 
live

32 bit source IP address

head. 
len

type of 
service

flgs
fragment 
 offset

protocol

32 bit destination IP address

options (if any)

IP datagram format

upper layer protocol 
to deliver payload to

how much overhead? 
❖ 20 bytes of TCP 
❖ 20 bytes of IP 
❖ = 40 bytes + app 

layer overhead

• Network layer 
- Determines routing through 

the network 
• Source and destination  

- IP address
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Transport Layer

application 
!

transport 
!

network 
!

link 
!

physical

• How many different 
transport protocols are 

there?
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Lots!
https://en.wikipedia.org/wiki/

List_of_IP_protocol_numbers

(but less than 256)

https://en.wikipedia.org/wiki/List_of_IP_protocol_numbers
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TCP vs UDP
source port # dest port #

application 
data  
(variable length)

sequence number
acknowledgement number

receive window

Urg data pointerchecksum
FSRPAUhead 

len
not 
used

options (variable length)

source port # dest port #

application 
data  
(payload)

UDP format

length checksum

TCP format
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UDP: Protocol + Data

• Multiple sockets 
- Use port number to differentiate 

• Data integrity  
- Validate checksum

source port # dest port #

application 
data  
(payload)

UDP format

length checksum
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TCP: Protocol + Data
source port # dest port #

application 
data  
(variable length)

sequence number
acknowledgement number

receive window

Urg data pointerchecksum
FSRPAUhead 

len
not 
used

options (variable length)

• TCP is connection oriented 
- 3-way handshake used to 

establish connection 
• Ordered transport 

- Sequence number for each 
packet 

• Reliable transport 
- ACK indicated last sequence 

number received 
• Congestion control 

- Slow down when packets are 
dropped
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tcp data struct

 struct tcp_hdr {	
  uint16_t src_port; /**< TCP source port. */	
  uint16_t dst_port; /**< TCP destination port. */	
  uint32_t sent_seq; /**< TX data sequence number. */	
  uint32_t recv_ack; /**< RX data acknowledgement sequence num. */	
  uint8_t data_off; /**< Data offset. */	
  uint8_t tcp_flags; /**< TCP flags */	
  uint16_t rx_win; /**< RX flow control window. */	
  uint16_t cksum; /**< TCP checksum. */	
  uint16_t tcp_urp; /**< TCP urgent pointer, if any. */	
} 
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iperf
• Use iperf to measure network performance 
• Check the man page 
!

• try it out: 
!

• nimbnode25.seas.gwu.edu 
• nimbnode27.seas.gwu.edu 
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iperf
• Sample commands:

iperf -s	
!
iperf -c nimbnode27.seas.gwu.edu	
iperf -c 10.1.1.27	
iperf -c 10.1.1.27 -u -b 500M	
iperf -c 10.1.1.27 -u -b 1500M	
iperf -c 10.1.1.27 -u -b 1500M -l 256
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Network Performance
• Which is faster? TCP or UDP? 
!

• What affects speed?
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Packet Rates
• Ethernet packet size: 46 to 1500 bytes 
• 10Gbps = 10,000,000,000 bits per second	
•        =  1,250,000,000 bytes per second	
!

•        =  27,173,913 tiny pkts per second	
•        =  833,333 large pkts per second	
!

• (approximately) What work has to happen for 
each packet?
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Tracing Program Execution
• How can we figure out what our program is doing? 

!

• ltrace - library tracer 
• strace - system call tracer 

!

• Look at the man page for each 
• Try them each out on some different programs 

- from HelloWorld to TrafficGen
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Packet Path
• Why do we have layers? 

- Can replace one layer with 
a different implementation 

- Efficiency 
!

• Why are there multiple 
layers dealt with by the 
NIC and OS? 

- Packets are processed by 
other devices that only need 
certain layers—router looks 
at Network but not 
Transport

Boring  
ECE !
Stuff

application

transport

network

link

physical

Awesome  
OS 

Stuff

App Stuff

Recv Send

???

???
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Linux Network Stack
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Receiving a Packet 
• NIC registers an interrupt handler 
with the OS 

- Handler is called when packet arrives 
- Packet is copied into kernel memory 

• Handler uses an sk_buff to refer 
to the packet 

• Calls ip_recv()  
- processes IP header 
- Determines if packet is local or to be 

forwarded
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Receiving a Packet 
• Determine packet’s transport 
protocol 

- UDP, TCP, etc 
• Match the UDP/TCP packet to 
the correct socket 

- Use destination port number 
• Hold onto the packet 

- until sometime later… 
• User app calls recv() 

- Kernel calls copy_to_user() 
• Data is available to application
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Keep Git Clean
• Follow the style guide 

- Formatting, code structure, etc 
• Focused Pull Requests 

- a PR should only have code that fixes a single Issue 
• Up to date forks 

- You need to pull from the origin repo to keep your fork current 

!
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Repo Rules
• Work in your fork 
• Keep your master branch clean 

- Never directly modify your master 
• Do your work in branches in your fork 

- Naming scheme i<issue#>-<short-name> 
- i25-add-udp 

- Only make edits to that branch related to the issue 
• Push your branch to your fork 
• Create Pull Request between your branch and origin 
• Regularly pull from origin into your master


