Adyv. Net. Sys. Prog.

[ecture 4 - Network + OS

Some content from Kurose and Ross



Today

Homework Review
- Swap tables and share code

Protocols
- |P. TCP, UDP

Measuring network performance
- latency, throughput, drop rate

Tracing programs
- ltrace, strace on hello world and sendtcp

The path of a packet
- HW, OS, software

Git merging and branching
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Homework 1

Show your solution to your table
What is good”? What can be improved?

Can your client speak to someone else’s server?



Internet protocol stack

* application: supporting network

applications o
% transport: process-process data

= TCPUDP
% network: routing of datagrams from =¥ network

source to destination
= |P, routing protocols

<+ link: data transfer between

neighboring network elements

= Ethernet,802.1 11 (WiFi), PPP

% physical: bits “on the wire”
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The network layer

host, router network layer functions:

transport layer: TCP, UDP
A
routing protocols IP pr OtOFOI |
» path selection * addressing conventions
* datagram format
* RIP, OSPF, BGP 8
network * packet handling conventions
layer
\.y forwarding
table ICMP PrOtOCOI
* error reporting
* router “signaling”
v
link layer
physical layer
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IP datagram format

Network layer
- Determines routing through

the network

Source and destination

32 bits R
ver type of
len | service length
f t
| 6-bit identifier | flgs raff}:::
time to header
live /protocol checksum

- [P address

/ 32 bit source IP address

upper layer protocol/

32 bit destination IP address

to deliver payload to

options (if any)

how much overhead?

20 bytes of TCP
20 bytes of IP

= 40 bytes + app
layer overhead

data

(variable length,
typically a TCP
or UDP segment)
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Iransport Layer

application

How many different
transport protocols are = » transport

there”
network

link

physical
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Decimal Hex Keyword Protocol References

] 0x00 HOPOPT IPvE Hop-by-Hep Opticn
1 0x01 ICVvP Inernet Control Message Protocol
2 ox02 IGMP Inernet Group Management Protocol RFC 11122
3 0x03 GGP Gateway-to-Gateway Protocol RFC 8232
4 0x04 1P-in-1P IP in IP (encapsulation)
5 0x05 ST Inernet Stream Protocol
] 0x05 TcP Transmission Cantrol Protocol RFC 793¢
7 ox07 cBT Core-based trees RFC 2180%
8 0x08 EGP Exterior Gateway Protocol RFC 838w
3 e ap Interior Gateway Protocol {any private interior gateway (usec
by Cisco lor their IGRP))
10 0x0A BBN-RCC-MON | BBN RCC Monitoring
1 0x0B NVP-1l Network \oice Protocol RFC 7412
12 0x0C PUP Xerox PUP
13 0x0D ARGUS ARGUS
14 Ox0E EMCON EMCON
15 0xOF XNET Cross Net Debugger IEN 158
16 0x10 CHAOS Chaos
. 17 ox11 upP User Datagram Protocol RFC ]
18 0x12 MUX Multiplexing
19 0x13 DCN-MEAS DCN Measurement Subsystems
20 0x14 HMP Host Monitoring Protocol RFC BE9 @
21 0x15 PRM Packet Radio Measurement
. . . . . 22 0x18 XNS-IDP XEROX NS 1DP
https://en.wikipedia.org/wiki/ 2 A
| i L] | L] < 24 0x18 TRUNK-2 Trunk-2
. 25 0x19 LEAF-1 Leat-1
List of IP_protocol _numbers Pt e
— D — — i 27 ox18 RDP Reliable Datagram Protocol
0 28 ox1C IRTP Internet Reliable Transaction Protocol
29 ox1D ISO-TP4 1SO Transport Protocol Class 4
30 Ox1E NETBLT Bulk Data Transter Protocol
31 Ox1F MFE-NSP MFE Network Services Protocol
32 0x20 MERIT-INP MERIT Internodal Protocol
33 ox21 pcce Datagram Congestion Control Protocol RFC 43400
34 0x22 3PC Third Party Cornect Protocol
35 0x23 IOPR Iner-Comain Polcy Routing Pr RFC 1470 %
36 0x24 XTP Xpress Transpoet Protocol
37 0x25 poP Datagram Delivery Protocol
38 0x28 IDPR-CMTP IDPR Control Message Transport Protocol
32 ox27 TP++ TP++ Transpon Protocol
40 0x28 L IL Transport Protocol
ut less than D 56 e —
42 0x2A SDRP Source Demand Reuting Protocol
43 0x28 IPvE-Route Reouting Header lor IPvE
44 ox2C IPv6-Frag Fragment Header for IPv6
45 0x2D IDRP Inter-Coman Routing Protocol
46 0x2E RASVP Resource Reservation Protocol RFC 22054
47 ox2F GRE Generic Routing Encapsulation RFC 2784 @, RFC 2890 2
48 0x30 MHRP Mabile Host Routing Protocol
49 0x31 BNA BNA
50 0x32 ESP Encapsulating Security Paylad
51 0x33 AH Authentication Header
52 0x34 I-NLSP Inegratec Net Layer Secuwrity Protocol
53 0x35 SWIPE SwiPe
54 0x35 NARP NBMA Acdress Resolution Protecol
55 0x37 MOBILE IP Moility {Min Encap)

Transport Layer Security Protocol {using Kryptonet key
management)

56 0x33 TLSP

SKIP Simple Key-Management for Internet Protecol RFC 23562
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1PvE-NoNx1 No Next Heacer lor IPvG RFC 24602



https://en.wikipedia.org/wiki/List_of_IP_protocol_numbers

TCP vs UDP

source port # dest port # source port # dest port #
length checksum sequence number
acknowledgement number
lk;enad Ecs)ted UIAP‘RS F| receive window
application checksum Urg data pointer
data
(payload) options (variable length)
application
UDP format data
(variable length)

TCP format
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UDP: Protocol + Data

source port # dest port # MUltlple sockets
length checksum - Use port number to differentiate

Data integrity

application - Validate checksum
data

(payload)

UDP format
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TCP: Protocol + Data

TCP Is connection oriented

- 3-way handshake used to
establish connection

Ordered transport

- Sequence number for each
packet

Reliable transport

- ACK indicated last sequence
number received

Congestion control

- Slow down when packets are
dropped

source port # dest port #

sequence number

acknowledgement number

head [not

len lused UIAP‘RSF receive window

checksum Urg data pointer

options (variable length)

application
data
(variable length)
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tcp data struct

struct tcp_hdr {

uintlo_t src_port; /**< TCP source port. */

uintle_t dst_port; /**< TCP destination port. */

uint3Z2_t sent_seq; /**< TX data sequence number. */

uint3Z2_t recv_ack; /**< RX data acknowledgement sequence num. */
uint8_t data_off; /**< Data offset. */

uint8_t tcp_flags; /**< TCP flags */

uintle_t rx_win; /**< RX flow control window. */

uintle_t cksum; /**< TCP checksum. */

uintlo_t tcp_urp; /**< TCP urgent pointer, if any. */
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ipert
Use 1perf to measure network performance

Check the man page
try it out:

nimbnode25.seas.gwu.edu
nimlbnode? 7.seas.gwu.edu



ipert

Sample commands:

1perf -s

1perf -c nimbnodel7.seas.gwu.edu
1perf -c 10.1.1.27

1perf -c 10.1.1.27 -u -b 500M
iperf -c 10.1.1.27 -u -b 1500M
iperf -c 10.1.1.27 -u -b 1500M -1 256




Network Performance
Which is faster”? TCP or UDP?

What affects speed?
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10Gbps

Packet Rates

—thernet packet size: 46 to 1500 bytes

10,000,000,000 bits per second
1,250,000,000 bytes per second

27,173,913 tiny pkts per second
833,333 large pkts per second

What work has to happen for
each packet?
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Tracing Program Execution

How can we figure out what our program is doing”

Ltrace - library tracer

strace - system call tracer

Look at the man page for each

Try them each out on some different programs
- from HelloWorld to TrafficGen



Packet Path

Why do we have layers”

folal

App Stuff

Awesome
Why are there multiple 0S transport
ayers dealt with by the o
NIC and OS? Stuff network
Boring
ECE

Stuff

Recv Send
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[L.inux Network Stack

networking
. sockets access
sys_socketcall
sys_connect sys_socket
sys_accopt
:‘;:::fn /proc/net/
sys_sondmsg tcpd_seq_show
sys_recvmsg 5.rec_siq_show o
sy's._setsockopt f_cache_seq show

sock_ioctl
‘protocol familiés
2 > et socket

inet_family_ops
nel_create

b\

network controllers
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Recelving a Packet

NIC registers an interrupt handler
with the OS

- Handler is called when packet arrives
- Packet is copied into kernel memory

Handler uses an sk buff to refer
to the packet

Calls ip_recv()
- processes |P header

- Determines if packet is local or to be
forwarded

network controllers
Tim Wood - The George Washington Univers i



Recelving a Packet

Determine paCket’S traﬂSpOrt _ sockets access
protocol R =
- U DP, TC P, etC E;E:;E:f g%c_ss:m;:z
Match the UDP/TCP packet to protocol families
the correct socket S N
- Use destination port number 1> e
Hold onto the packet b T
- until sometime later... :I;g\g:: :f?fi‘%
User app calls recvy() m e 1
- Kernel calls copy_to_user() P o sl
. . . . tocols
Data is available to application e
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Keep Git Clean

Follow the style guide
- Formatting, code structure, etc

Focused Pull Requests
- a PR should only have code that fixes a single Issue

Up to date forks

- You need to pull from the origin repo to keep your fork current
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Repo Rules

Work In your fork

Keep your master branch clean
- Never directly modify your master

DO your work In branches in your fork

- Naming scheme i<issue#>-<short-name>
- 125-add-udp
- Only make edits to that branch related to the issue

Create

Pull

Push your branch to your fork

Request between your branch and origin

Regularly pull from origin into your master
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